
Rctum Mail Proccssing Ccnter
PO Box 6336
Portland. OR 97 228-633 6

Parent or Guardian ofITIIRESIIER
250 4TII LN NE
FAI RF'IBLD . MT 59 436-921 6

July 3.2014

Dear Parent or Guardian of f rhrcsher,

As ,,og rnay, bc a\\,are. the Montana Dcpartmcnt of Public Health and Human Services (DPHHS) rccentll' aunounced
if# iro"i"i. guiir.a entr1, to an ag(rnc), computer scrver. We $'ant to reassurc 1'ou that at this time' w'c have no

ffirri;dg;ih-Jil), information orithc scrver'wai uscd- inappropriatcl),,.oI $'as evgn acccsscd. we apologizc for this
i,rcidcrrt ind rvant io p.o"ii.l.u iiitr, inro.niation on u,hat hippene d and the stcps \\'e are taking to protect your child.

What happened?

OnMay,22.20l4.anindepcrrdcntforensicsinvcstigationdctenniuedthata.nagencycomputerhad[9r;Ected' Thc
fo..;r# investigation g,as ordercd on Ma1, ri. zori rvhcn suspicious activity ivasfirst.detected b1'DPHH.S officials.
A;;;; as ttrc iusplcious actrritti;tdiJcovercd. agcnc),officials immediitely' shut dorvn thc scrver and contactcd
larv cnforccmcnt.

Thc information on thc scrver may have included l,our child's dernographic intbrmation- such.as your c.hild's namc-

;aa;;, dtrc of birth. and Sotiat S'ecuritl,nu*b... ihc .erucrmal'al-so havc includcd information regarding DPHHS
ierv;;;;pi,l"d f.ail/or recc*id i, i,orir ct ito s namc. Clicirt inforrnation may include information related to
illth;;Jr*ents. diagnoscs- trcatmenl- hcalth condition. prcscriptions, and insurance.

This incidcnt should not impact DPHHS serviccs as none of the inforrnation contained on the scrver rvas lost and $'e
havc a complcte back-up of thc information.

What is DPHHS doing to protect your child's information?

Wc havc no reason to bclieve that any,infonnation contained on the serve rhas been uscd irnpropcrll'gIcv:,n acccssed'
Ho*,evcr. *e g.a1t to r.ii", tir- ifrot tt i. t uppcncd and assure )'outhat.\yc are diligentlf invcstigating the incidcnt.
Out of an abundancc of caution- \\c are offeiing a orlc-year niembership to.a product that will }clp you detect

il;;it[ffii.,. orl;oil chito's information. Thdproducf is Expcrianj' Farnrll'-Secureo. Family. Securc.monitors
i;;E.ip;;il.r.ait i*port to notrfv you of ke5,chinges In addition._lamil1' Securervill tell 1'ou if the minorhas a

licait rcport. a potcniilai;ig;1ili lrir or t li ia6nt,li f,ap been stolen. We rviil covcr the cost of 1'our memborship to
F"i"iir;5;,,,ind a;;;ili-[ i;iihiiprogriliriiiiroi irurt your cre dit scorc To rcccive the complimentarl' Familv
S..iii" p.oOr.i, you or iG p"arent *,irt .iroii aithe rvcb site rvith your activatiol codc listed. This activation code

.", l,iri u. ,ri-a ui ;t;. p;i.;t;i guuroi"n of thc minor. Please.kee_p in mind that once activated. the code cannot
Uc .e*(ca for anotlici e,riothrrcnt. -nor morc infonnation on Family Se curc and instructions on horv to activate-your
.o,r1ptin,.rtur1, on.-yrii *iiiiL.irrilp, ptease i"c the included insiructions in this lettcr. Wc also rscommend that

i;;i;t;;i;;ii irr:G*:tfr. c.xplanation'of'U.r,r.ntiiiJement that -t'ou-rsceive fo.t).'9u.{ child from vour hcalth insurer' If
i,; ;;;,;i,S,l;;i;;; i;;i.d il};;i ir,itJt i.-i,l";;ii; of bencfits that your chiid did not receivc. pleasc immediatelv
contact your lnsurer.

If 1,ou have any qucstions or necd furthcr assistance, pleast.call our incidcnt rcsponsc line at 866-940-3613 from
i AM to I i1l. iUorntoi" firn"i. Or you ma)' visit irivu'.dphhs.rnt.gov for morc infonnation'

-



$gain, we silgrely apoJogize for this incident. PIe ase be assured that protecting your child's information is a priority
for us. In addition to all we have already done to date, we are taking -additiondi 

iteps to strengthen and enhance th"e
security of information on our seryers.

Sincerely,

V4/a-L--\
Richard H. Opper
Director
Montana Department of
Public Flealth and Human Services

Ron Baldwin
State Chief Information Officer
Department of Administration
State ofMontana

-


